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18 RAYFDERL

FIRT—=DTNAADREIF, A—H—  BEITLYBRLTT,
CCTR—BIELTREEZEEL IR DR F DR EFELHLET .

Alaxala AX2430S (Ver.10.6)

R—b VLAN DR E

(config# vlan 1

(config—vlan)# state active
(config)# vlan 10

(config—vlan)# name NativeVLAN
(config)# vlan 1000

(config—vlan)# name ManagedVLAN

MAC VLAN D& E

(config)# vlan 30 mac—based
(config—vlan)# name QuarantineVLAN
(config)# vlan 20 mac—based
(config—vlan)# name OkVLAN

MEBR—NDEE

(config# interface range fastethernet 0/1-32
(config—if-range)# switchport mode mac—-vlan
(config—if-range)# switchport mac vlan 20,30
(config—if-range)# switchport mac native vlan 10
(config# interface range gigabitethernet 0/1-4
(config—if-range)# media—type rj45

(configl# interface range fastethernet 0/33-40
(config—if-range)# switchport mode access
(config—if-range)# switchport vlan 1

(configl# interface range gigabitethernet 0/48
(config—if-range)# switchport mode trunk
(config—if-range)# switchport trunk allowed vlan 1,20,30,1000

AUBRITT—ADHRTE
(config# interface vlan 1000
(config—if)# ip address 192.168.0.1 255.255.255.0

RADIUS 4 —/ D& E
(config)# radius—server host 192.168.28.2 key “alaxala”

RAETAVIIL—DERTE
(config# ip default—gateway 192.168.0.254

TOERJALDERTE

(configl# ip access—list extended VLAN10
(config—ext—nacl)# deny ip any any
(config)# interface vlan 10

(config=if)# ip access—group VLAN10 in

RADIUS D% E
(config)# aaa authentication dot1x default group radius
(config)# aaa authorization network default group radius

A VLAN ZILDEERTE
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(config)# dot1x vlan dynamic radius—vlan 20,30

(configl# dot1x vlan dynamic enable

(config)# dot1x vlan dynamic reauthentication

(configl# dot1x vlan dynamic timeout reauth—period 360
(config)# dot1x vlan dynamic supplicant—detection disable
(config)# dot1x system—auth—control

ARUBA 800 (3.1.1.7 (w/PEF License))
Setup Dialog 1Z&35%%E
System name: aruba800
VLAN 1 interface IP address: 192.168.28.250
VLAN 1 interface subnet mask: 255.255.255.0
IP Default gateway: 192.168.28.254
Switch Role: master
Country code: JP
Time Zone: JST+9:0
Ports shutdown: no

VLAN D% E
vlan 48
vlan 68
vlan 88
vlan 108

AB—DI—ADKRE
interface vlan 1
ip address 192.168.28.250 255.255.255.0

interface vlan 108
ip address 192.168.108.254 255.255.255.0
ip helper—address 192.168.28.3
operstate up

interface vlan 48
ip address 192.168.48.254 255.255.255.0
ip helper—address 192.168.28.3
operstate up

interface vlan 68
ip address 192.168.68.254 255.255.255.0
ip helper—address 192.168.28.3
operstate up

interface vlan 88
ip address 192.168.88.254 255.255.255.0
ip helper—address 192.168.28.3
operstate up

RADIUS H—/\DE&TE
aaa authentication—server radius “1h02”
host 192.168.28.2
key 2d5e3ad1a7073b507b23815455e8193b
nas—identifier “aruba800”
nas—ip 192.168.28.250
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008 NAP REFIEZE 802.1X #®

aaa server—group " radius01”
auth—server 1h02

AAA TOT7AIVDEERTE
aaa profile “nap01-aaa”
authentication—dot1x “default”
dot1x—server—group “radius01”

SSID 7AJ7 A ILDERFE
wlan ssid—profile “nap01-ssid”
essid “nap01”
opmode wpa2—aes

Virtual AP DR E
wlan virtual-ap “nap01-ap”
ssid—profile “nap01-ssid”
vlan 108
aaa—profile “nap01-aaa”

AP Group DETE
ap—group ~group01”
virtual-ap “nap01-ap”

A—JLERYS—DETE
user—role compliant
vlan 48
session—acl allowall

user—role non_compliant
vlan 68
session—acl allowall

user—role non_nap
vlan 88
session—acl allowall

STP Z N IZEETE
no spanning—tree
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